Medical Identification Number for Canada

Numéro d’identification médicale du Canada

Code for the
Protection of Personal Information

A. Accountability

Anorganization is responsible for personal information under its control and shall designate an individual
orindividualswhoare accountable for the organization’scompliance with the following principles.

The Executive Director (whose contact information appears at the end of this Code) has been designated by the
Board of Directors asresponsible for MINC#NIMC’s compliance with the protection of personalinformationin ac-
cordance with this Code.

MINC#NIMCisresponsible for the personalinformation underits control, including any personal information that
itmay transfer to a Prime User, Licensed User or third party service provider for processing. Prime Users and Li-
censed Usersarerequired, as part of their agreements with MINC#NIMC to designate the individual(s) within their
organization who are accountable for compliance with this Code, applicable personal information and privacy legisla-
tion, and the confidentiality and security provisions contained in the agreement.

Similarly, any person or organization with whom MINC#NIMC contracts as an information manager or other-
wise have in place confidentiality and security provisions consistent with this Code, and which are be monitored by
MINC#NIMC.

MINC#NIMC conductsregular privacy and security audits by external reviewers. It also seeks advice on matters
related tothisCode fromits Advisory Forum, whichiscomposed of representatives ofthe CanadianMedical Forum.

B. Identifying Purposes

The purposes for which personal information is collected shall be identified by the organization ator
before the time the information is collected.

MINC#NIMC collects core personal informationaboutindividualsin orderto assign them a uniquelifetime identifi-
cationnumber (MINC number). The MINC number, in combination with the core personal information, is used by

Primeand Licensed Usersforthereliableidentificationofindividualsthroughoutthe Canadianmedicaleducational

and licensing systems and in other regulatory, administrative and research contexts.

The further purpose of the MINC number is to enable Prime Usersand Licensed Users to process, link, match and
exchange information pertaining to physicians, both within their own organizations and with other Prime and
Licensed Users, for specified Approved Purposes. Alistof Licensed Usersand their Approved Usesappearsonthe
MINC website at www.minc-nimc.ca.

C. Consent

The knowledge and consentofthe individual are required for the collection, use, or disclosure of personal
information, exceptwhereinappropriate.

Unlessrequired bylaw, MINC#NIMCwillonly collect, useand disclose personalinformationand generateand
assignaMINCnumberwiththewrittenconsentofindividuals. Beforeindividualsconsenttoprovidepersonal
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information to MINC#NIMC and to have a MINC number assigned to them, they are informed of the purposes for
collecting core personal information and generatinga MINC number, the types of organizations that are or could
become Licensed Users of the MINCnumber system, and the purposes thathavebeen approved for using the MINC
number system.

Prime Users work with MINC#NIMC to provideinformation to individuals about the MINC number system, and to
seek eachindividual’s signed consent to provide core personal information to MINC#NIMC so thata MINC number
canbe generated and assigned to them. Prime Users also supply the core personal information to MINC#NIMC once
individuals have provided this consent.

This signed consent also authorizes disclosure by MINC#NIMC as follows:

a) toPrime Users: MINCnumber plus coreinformation (refer to Section D for coreinformation), for regulatory
purposes, and

b)  to Licensed Users: MINC number only, for Approved Purposes identified in their License Agreement.

Individuals may withdraw their consent to the use or disclosure of their core information and MINC number atany
time. If consentis withdrawn, MINC#NIMC will retain theinformationinits database (for dataintegrity purposes),
butwill cease disclosing the MINCnumber and associated coreinformation toany Users.

D. Limiting Collection

The collection of personal information shall be limited to thatwhich is necessary for the purposes identified
by the organization. Information shall be collected by fair and lawful means.

MINC#NIMC collects core personal information from Prime Users to confirmidentity before generating or confirm-
ing a MINC number. MINC#NIMC retains the core information in its system for the purposes of verifying that a
MINCnumberhasbeenissued toanindividual, and for theuniqueidentification and ongoingidentity confirmation
by Primeand Licensed Users.

The core personalinformation collected by MINC#NIMCislimited tothatnecessary touniquely identifyindividuals
and to confirmtheiridentity. The coreinformationincludes:

a) name(s),

b) gender,
c) dateofbirth,
d) countryofbirth,

)
~

university of medicaldegree,
f)  year of medical degree, and

g)  where necessary, further pieces of information that may be required to confirm identity.
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E. Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those for which itwas collected,
except with the consent of the individual or as required by law. Personal information shall be retained
onlyaslongasnecessary for the fulfillment of those purposes.

MINC#NIMC uses core information to generate or confirm a MINC number and to retain the core information and
itsassociated MINCnumberinitssystem forthe purposesofuniqueidentificationand ongoingidentity confirmation
by Primeand Licensed Users.

Prime Usershaveaccess forregulatory purposestoall coreinformationand associated MINC numbersin the MINC
system, and may retrieve records from MINC#NIMCby searching on anumber of fields; for example, MINC num-
ber,name, date of birth, country of graduation, university of graduation. Prime Users can also upload information
from the MINC systeminto their own systems, and maintain anindependentrecord of the MINC number assigned
to anindividual.

Licensed Users only have access to the names and MINC numbers for their members/constituents, and can only
conductsearchesandretrieverecordsonthebasisof these twofields. Licensed Usersmay also maintain theirown
independent record of the MINC number assigned to their members/constituents.

Aspartoftheir contractual agreements with MINC#NIMC, Prime Usersand Licensed Users are restricted to using
the MINC number for specified, Approved Purposes and in compliance with personal information and privacy laws.

Approved Purposes may include uniquely identifying individuals and the linking, matching, and exchange of per-
sonal information on the basis of the MINC number between MINC Users for purposes such as the compilation
ofsstatistics, thedevelopmentof profiles, theadministration of programs orbenefits, themanagementofthehealth
system and research.

The organizations thatare Prime or Licensed Users of the MINC system, and the Approved Purposes thathave been
specified for each organization are available www.minc-nimc.ca. The types of organizations that might become future
MINCsystem Licensed Users canalsobe found there.

Asconfirmationofidentity may berequired evenafteranindividualhasleft Canadaor died, the core personalinfor-
mation and the MINC number associated with it will be kept indefinitely.

The existence of coreinformation linked toa MINC number on the MINC database does notinitself allow tracking
ofanindividual. MINC#NIMC doesnotmaintain currentinformationastoanindividual’swhereabouts, whetheran
individualisaliveordeceased, orthejurisdictionin Canadain whichthey mightreside.

F. Accuracy

Personal information shall be asaccurate, complete, and up-to-date as is necessary for the purposes for
which itis to be used.

Prime Users supply MINC#NIMC with core information and upload it to the MINC database. Since Prime Users
are generally in the best position to verify dataaccuracy, MINC#NIMCrelies primarily on the Prime Users toensure
thatthe core personalinformationisaccurateand complete. Prime Usersalsoupdate or correct the core personal
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information, whereappropriate; forexample, alegal change of name orthe discoverythatincorrectinformationhad
previously beenentered.

Asa further means to confirm accuracy, whena MINC numberisissued, the Prime User which registered them
providesthe person documentation of what core information hasbeen disclosed to MINC#NIMC, and the MINC
number which has been generated for them.

MINC#NIMC’sDataIntegrity Officerisresponsible for the overall integrity of the MINC system to ensure that only
oneMINCisassigned toeachindividual. The DataIntegrity Officerisalsoresponsible forinvestigating and rectify-
ing possibleinaccuraciesoranomaliesthatPrime Usersareunabletoresolve.

G. Safeguards

Personal information shall be protected by security safeguards appropriate to the sensitivity of the
information.

The information captured by the MINC#NIMC database, as well as the MINC number itself, is considered to be
confidential personal information, and is handled as such. Itis protected by appropriate physical, staffing, process and
electronicmeans. The COACH guidelines and the CSA Model Code form the basis of this protection. Contracts with
information managers and Prime and Licensed Users specify appropriate confidentiality and security provisions.

Independentrisk assessments of the MINC system areundertaken onaregularbasis. Detailsof MINC#NIMC’s secu-
rity safeguards are available on request.

H. Openness

Anorganization shall make readily available to individuals specific information about its policies and
practices relating to the management of personal information.

ThisPrivacy Code, asmaybeamended from time to time, isavailable on the MINC#NIMC website at www.minc-
nimc.ca.

MINC#NIMC's policies and practices with respect to the management of information in the MINC database are
opentostakeholdersforinspectiononrequest.IndividualswhoareissuedaMINCnumberare provided withinfor-
mation aboutthe MINC system at the time of consent, are notified that their core information hasbeen submitted to
MINC#NIMC and the MINCnumberhasbeenissued, and arealso provided with contactinformation.

I. Individual Access

Upon request, an individual shall be informed of the existence, use, and disclosure of his or her personal
information and shall be given access to that information. Anindividual shall be able to challenge the ac-
curacy and completeness of the information and have itamended as appropriate.

MINC#NIMC’spolicyinthisregardisexactly asoutlined above. Upon writtenrequest, and withdocumentary proof
ofidentity,individualswillbe provided witha copy of allinformation contained inthe MINC database pertaining to
them, andlogs of access and disclosure of their file. Also available will be thenames and contactinformation for the
individual responsible for compliance of any pertinent Prime or Licensed User. A minor administrative fee may be
charged for provision of copies.
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J. Challenging Compliance

Anindividual shall be able to address a challenge concerning compliance with the above principlesto the
designated individual or individuals accountable for the organization’scompliance.

Anyindividualwhose personalinformationhasbeenincludedinthe MINC#NIMC databaseisentitled tochallenge
MINC#NIMC'’s Executive Director with respect to compliance with any of the above principles. Written complaints
will be investigated, resolved, and any appropriate remedial measures undertaken.

Similarly, theindividualshallhavetherighttochallengeany Prime or Licensed User whois felttohavenot complied
with this Code, by way of written complaint to the designated information officer of that organization, and/or the
Executive Director of MINC#NIMC.

MINC#NIMC’sagreementswith Prime Usersand Licensed Usersallhave provisiontoaudittheir compliance prac-
tices.

Any questionsor concernsregarding privacyissuesshould bebroughttotheattentionof:

MINC#NIMC Corporation

300-699 Howe Street

Vancouver, BC V6C 0B4

Attention: Mr. Michael Epp, Executive Director

Telephone: (604) 733-7758
Email: info@minc-nimc.ca


mailto:info@minc-nimc.ca
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